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(57) ABSTRACT

A structural correlation manager for managing wireless local
area networks (WLAN) each supporting wireless communi-
cations between an associated access point node and associ-
ated station nodes on a corresponding one of a plurality of
communication channels across an available spectrum. The
apparatus comprises a structural correlation manager includ-
ing a structural identifier to identify an architectural structure
surrounding the WLAN; and a correlator configured to cor-
relate the architectural structure surrounding the nodes and
the communication parameters utilized by the nodes to maxi-
mize wireless communications within structure and mini-
mize wireless communications outside the structure.
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1
METHOD AND APPARATUS FOR
CORRELATING WIRELESS LOCAL AREA
NETWORK COMMUNICATION
PARAMETERS WITH SUBSCRIBER
STRUCTURE

CROSS REFERENCE TO RELATED
APPLICATION

This application claims the benefit of prior filed co-pend-
ing Provisional Applications No. 61/654,009 filed on May 31,
2012 entitled “Service Client Location Determination”
which are incorporated herein by reference in their entirety as
if fully set forth herein.

BACKGROUND OF THE INVENTION

1. Field of Invention

The field of the present invention relates in general to
wireless local area networks including wireless access points
(WAP) and wireless stations and methods for managing same.

2. Description of the Related Art

Home and office networks, a.k.a. wireless local area net-
works (WLAN) are increasingly set up and serviced using a
device called a Wireless Access Point (WAP). The WAP may
include a router. The WAP couples all the devices of the home
network, e.g. wireless stations such as: computers, printers,
televisions, digital video (DVD) players and smoke detectors
to one another and to the Cable or Subscriber Line through
which Internet, video, and television is delivered to the home.
Most WAPs implement the IEEE 802.11 standard which is a
contention based standard for handling communications
among multiple competing devices for a shared wireless com-
munication medium on a single channel. Each home has a
WAP which forms the center piece of the associated wireless
networking between all the wireless enabled devices in the
home, a.k.a. wireless stations or wireless network nodes. The
WAP self-selects one of a number of channels on which its
network nodes or devices will communicate.

After selection of a single channel for the associated home
network, the WAP controls access to the shared communica-
tion medium using a multiple access methodology identified
as Collision Sense Multiple Access (CSMA). CSMA is a
distributed random access methodology first introduced for
home wired networks such as Ethernet for sharing a single
communication medium, by having a contending communi-
cation link back off and retry access to the line if a collision is
detected, i.e. if the line is in use.

Communications on the single communication medium
are identified as “Simplex” meaning, one communication
stream from a single source node to one or more target nodes
atone time, with all remaining nodes capable of “listening” to
the subject transmission. To confirm arrival of each commu-
nication packet, the target node is required to send back an
acknowledgment, ak.a. “ACK” packet to the source. Absent
the receipt of the ACK packet the source will retransmit the
unacknowledged data until an acknowledgement is received,
or a time-out is reached.

What is needed is an improved method of operating a
WLAN.

SUMMARY OF THE INVENTION

The present invention provides a method and apparatus for
managing wireless local area networks (WLAN) each sup-
porting wireless communications between an associated
access point node and associated station nodes on a corre-
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2

sponding one of a plurality of communication channels
across an available spectrum. The apparatus comprises a
structural correlation manager including a structural identi-
fier to identify an architectural structure surrounding the
WLAN; and a correlator configured to correlate the architec-
tural structure surrounding the nodes and the communication
parameters utilized by the nodes to maximize wireless com-
munications within structure and minimize wireless commu-
nications outside the structure.

The invention may be implemented in hardware, firmware
or software.

Associated methods are also claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

These and other features and advantages of the present
invention will become more apparent to those skilled in the art
from the following detailed description in conjunction with
the appended drawings in which:

FIGS. 1A-1C are network diagrams showing an embodi-
ment of the invention with a WAP configured to indepen-
dently correlate subscriber structure with subscriber signal
coverage for a wireless local area network (WLAN);

FIGS. 2A-2B are network and data structure diagrams
showing an embodiment of the current invention in which
subscriber structure is determined based on the location of the
WAP;

FIG. 3 is a network diagram of another embodiment of the
current invention for correlating subscriber WLAN signal
coverage with subscriber structure;

FIGS. 4A-4B are hardware block diagrams showing inde-
pendent and master-slave embodiments of the invention
respectively for correlating WL AN signal coverage and struc-
ture; and

FIG. 5 is a process flow diagram of processes associated
with an embodiment of the invention for correlating WLAN
communications and structure.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

The present invention provides a method and apparatus for
managing wireless local area networks (WLAN), by corre-
lating WLAN communications and surrounding structure.
This allows Telco’s and Internet Service Providers (ISPs) to
maximize wireless service within a subscriber’s structure,
and to reduce interference with neighboring wireless net-
works and/or prevent piracy of TV or other content delivered
to the subscriber via the WiFi, IEEE 802.11 or other such
wireless network.

FIGS. 1A-1C are network diagrams showing an embodi-
ment of the invention with a WAP configured to indepen-
dently correlate subscriber structure with subscriber signal
coverage for a wireless local area network (WLAN).

FIG. 1A is an isometric view of two adjacent homes. In
FIG. 1A neighboring structures, i.e. homes 100, 110 are
shown, with the signal coverage from subscriber 103’s wire-
less access point (WAP) 102 overlapping the neighboring
premises. The WAP in this embodiment of the invention
implements the IEEE 802.11%* standard for WLAN, with the
“*” standing for the particular sub-standard, e.g. a, b, g, n, ac.

The subscriber’s home/structure 110 includes a number of
wireless devices, e.g. TV 106 and notebook computer 108. In
the example shown, the subscriber 103 has signed up for a
content delivery plan including two Televisions 106,112 one
of which 112 is set up in the neighboring premises 110. This
collusive behavior between neighbors, particularly in college
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dorms or apartments, negatively impacts the TELCO or con-
tent provider’s business model because it deprives them of
subscription revenue from what would otherwise be a second
account, i.e. that of the neighbor 114. The current invention
addresses the problem of theft of content delivery services,
ak.a. Piracy, by configuring the WAP 102 to independently
correlate 104 the subscriber’s structure with the subscriber’s
wireless coverage and further to either flag for the content
provider or independently deny service to stations, e.g. sta-
tion 112, participating in the subscriber’s WLAN communi-
cations despite the fact that they are physically located out-
side the subscribers structure. In an alternate embodiment of
the invention, the same methodology is used to alter signal
coverage to more closely conform with the subscriber’s struc-
ture, thereby reducing prospective interference with any
neighboring WLAN.

FIG. 1B s a plan view of the homes shown in FIG. 1A. The
radius 132 of the initial isotropic signal coverage of WAP 102
extends to a perimeter 138 A-138B which lies well beyond the
boundaries of the subscriber structure 100, and in fact over-
laps the neighboring structure 110. In this embodiment of the
invention the WAP 102 includes the capability of determining
the structure for the associated subscriber and for correlating
signal coverage with the structure. In this embodiment of the
invention the correlation results in WAP 102 reducing for
example the power level associated with the isotropic signal
coverage to a range/radius 136 the perimeter/extent of which
138 more closely conforms with the boundaries of the sub-
scribers structure 100. Stations 106, 108 within the structure
continue to experience WLAN communications capabilities,
while those outside the subscriber’s structure, e.g. station
112, are deprived of such coverage. Two benefits result from
such capability: 1% the prevention of signal/content piracy
and 2"“ the reduction in interference between neighboring
networks, thus increasing the opportunity for neighboring
networks to select the same one among the specified set of
selectable spectrally adjacent orthogonal frequency division
multiplexed (OFDM) channels of the corresponding IEEE
802.11* or WiFi standard.

In an embodiment of the invention, the WAP 102 deter-
mines the architectural structure of the subscribers dwelling/
premises’/home/business by probing the environment and
obtaining channel estimates, a.k.a. channel matrices at difter-
ent power levels and orientations. Where the WAP has mul-
tiple antenna and supports multiple-input multiple-output
(MIMO) communications beamforming matrices may also
be obtained. The WAP processes these to determine scattering
profiles and from these extracts information about the sur-
rounding structure. Alternately, the WAP node and all asso-
ciated station nodes can perform a scan of their surrounding
environment. Each device can estimate the structure of sur-
rounding environment by analyzing reflections, scattering
and diffractions from multipath wave components. In the case
of MIMO system, multiple multipath wave components
received by all received chains can be used to derive a MIMO
channel transform matrix to provide more accurate estimate
of the surrounding structure. Additionally, each device can
determine its relative location to other devices by detecting
and analyzing transmitted signals from other devices. After
the scan is completed by each device, all information will be
sent to the WAP which performs a comprehensive analysis to
estimate the overall layout of the structure by considering
both the information from surrounding structure of each
device and relative location of all devices. Alternatively the
WARP alone can gather scattering profiles and estimate the
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structure therefrom, albeit with less accuracy than having all
devices/nodes on the WLLAN scan their surrounding environ-
ment.

In another embodiment of the invention the WAP deter-
mines the subscriber’s structure via a two step process involv-
ing: first, determining the IP address of the subscriber’s WAP
or the longitude and latitude of said WAP using an integral
global positioning system (GPS) capability and second,
accessing any of a number of public/private databases over
the Internet to determine the corresponding structure as dis-
cussed in connection with FIGS. 2A-2B.

In another embodiment of the invention the subscriber’s
structure is identified by the Telco Agent and subscriber dur-
ing account setup and downloaded to the WAP, or by the
technician installing the WAP on the customers premises who
inputs the structural characteristics directly into the WAP our
uploads them to the ISP/Telco Master.

Once the structural analysis is complete the WAP corre-
lates the network communications with the structure to maxi-
mize communications inside the subscriber’s structure and
minimize WLAN communications outside the subscriber’s
structure.

FIG. 1C is a detailed plan view of the subscriber’s home
100 and the neighbors home 110 shown in FIG. 1A. The WAP
102 includes multiple antenna and support for MIMO beam-
forming 160. FIG. 1C shows the subscriber and neighboring
premises 100 and 110 respectively. Within the subscriber
premises/structure 100 station nodes: 150, 106, 108, and 154
are shown. Outside the subscriber’s premises the prospective
‘pirate’ station node 112 in the neighboring premise 110 is
shown.

The WAP 102 in this embodiment of the invention includes
not only support for determining the structure 100 associated
with the WLAN subscriber, but also support for determining
either the relative or absolute location of all stations with
which the WAP communicates. In an embodiment of the
invention the WAP is configured to determine the angle and
range 162, 164, 166, 168, 170 of each station 112, 150, 106,
108, 154 respectively relative to the WAP. The WAP may be
configured to determine station location by analysis of
MIMO beamforming orientation with respect to itself, or via
triangulation with beamforming orientations aggregated
from other stations on the WLAN. Alternately the WAP may
determine station location by analyzing relative received sig-
nal strengths (RSS) or signal transit times between the WAP
and each station.

The initial isotropic signal coverage of WAP 102 extends to
a perimeter 180A-180B which lies well beyond the bound-
aries of the subscriber structure 100, and in fact overlaps the
neighboring structure 110. Upon determining that station
node 112 lies outside the subscriber structure, and is therefore
a prospective ‘pirate’ node the WAP correlates subsequent
communications to conform with the determined structural
and location information. In this example, the distance 174
between prospective pirate node 112 and the WAP is less than
the distance 172 between the WAP 102 a subscriber station
154 so that power attenuation will not produce the required
result of maximizing communications within the subscriber
structure and minimizing them outside. Instead, the WAP
utilizes beamforming orientation to achieve the specified
objective. Specifically beamforming is oriented so that signal
coverage 182 is non-isotropic, thus maximizing signal
strength inside the subscriber structure and minimizing signal
strength outside the structure thus: preventing signal/content
piracy and/or reducing interference with neighboring net-
work(s).
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FIGS. 2A-2B are network and data structure diagrams
showing an embodiment of the current invention in which
subscriber structure is determined based on the location of the
WAP 102. The WAP determines the subscriber’s structure via
atwo step process involving: first, determining the IP address
of the subscriber’s WAP or the longitude and latitude of said
WAP using an integral global positioning system (GPS) capa-
bility and second, accessing any of anumber of public/private
databases over the Internet to determine the corresponding
structure.

In FIG. 2A the WAP 102 includes GPS capability and is
shown using GPS and associated satellites 202-204 to deter-
mine its location, expressed as longitude and latitude. The
WARP then lookups the address and structure associated with
those coordinates on the wide area networks to which it is
connected, e.g. Internet 212 or public switched telephone
network 214. In an embodiment of the invention the WAP
accesses a public or private database(s) 218 hosted on one or
more servers 210. One or more such databases may be
required to complete the lookup of structure from geographic
coordinates. In an embodiment of the invention the database
maps the geolocation coordinates to either the structure itself,
or the type of structure, or the square footage of the structure,
or a map layout or aerial view of the structure. The WAP 102
retrieves this information 220 and uses it to identify the struc-
ture 100 of which it is a part, and further to correlate WLAN
communications with the retrieved structural information.

In FIG. 2B the WAP 102 is shown using its own IP address
to perform a reverse lookup for the address and structure
associated with its location. The WAP performs the reverse [P
address lookup on the wide area networks to which it is
connected, e.g. Internet 212 or public switched telephone
network 214. The WAP accesses a public or private
database(s) 218 hosted on one or more servers 210. One or
more such databases may be required to complete the lookup
of structure from IP address. In an embodiment of the inven-
tion the database maps the IP address to either the structure
itself, or the type of structure, or the square footage of the
structure, or a map layout or aerial view of the structure. The
WAP 102 retrieves this information 220 and uses it to identify
the structure 100 of which it is a part, and further to correlate
WLAN communications with the retrieved structural infor-
mation.

Examples of public databases for converting an IP address
to a street address include:

http://www.maxmind.com/en/geoip_demo

http://www.infosniper.net/,
http://www.networksolutions.com/whois/index.isp.

Examples of public databases for converting GPS longi-
tude and latitude coordinates input into the search field, into a
street address and further to a structure include:

http://maps.google.com/,

http://www.bing.com/maps/

Once the WAP has determined the street address, there are
a number of public databases for determining the structure
associated with the address such as:

http://maps.google.com/,

http://www.zillow.com

http://www.trulia.com

Examples of private databases include those maintained by
all Telco’s and Internet Service Providers (ISPs) and Cable
Providers. The WAP typically provided by the content pro-
vider, i.e. Telco, ISP or Cable Provider may be configured to
autonomously perform a lookup on these databases.

In an embodiment of the invention the subscriber’s struc-
ture is identified in ‘coarse’ terms such as: square footage, or
type, e.g. house, townhouse, apartment, office or business. In
another embodiment of the invention the subscriber’s struc-
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6

ture is identified in ‘fine’ terms such as: layout and floor plan,
all of which information is also available from municipal
taxing or building code authorities.

In an alternate embodiment of the invention functions dis-
cussed above as performed Independently by the WAP can
instead be performed collaboratively in a master-slave rela-
tionship with the Telco, ISP or Cable Providers content pro-
visioning system as shown and discussed in the following
FIG. 3.

FIG. 3 is a network diagram of another embodiment of the
current invention for correlating subscriber WLAN signal
coverage with subscriber structure 100. A mixed use neigh-
borhood including apartments 302, a business 304 and homes
300 is shown. In this embodiment of the invention structural
correlation management is not performed exclusively or
Independently on the WAP. Instead, the WAP 306 operates as
a slave under the control of the corresponding Master server
310 at the Telco, ISP, or Cable provider to which it is coupled
over the Internet 314 or PSTN 316. The Telco/ISP or Cable
provider’s, hereinafter Telco’s, server performs the structural
correlation management function 312. The server determines
the structure of the subscriber’s premises 100 using informa-
tion uploaded from the WAP 306, such as geolocation or IP
address, or by independent means such as information ascer-
tained by the Telco about the subscriber and subscriber pre-
mises as part of the account sales or setup process, for
example. The Telco maintains this information in its own
private database 318. The WAP may also upload additional
communication parameters from which the Telco server can
determine station locations for the WLAN supported by the
WARP. The Telco, ISP, or Cable provider’s server then corre-
lates this information and downloads revised/target commu-
nication parameters 320 to the WAP. The WAP implements
the downloaded communication parameters; which result in
increased correlation between the WLAN communications
and the associated subscriber’s structure 100.

FIGS. 4A-4B are hardware block diagrams showing inde-
pendent and master-slave embodiments of the invention
respectively for correlating WL AN signal coverage and struc-
ture.

FIG. 4A shows a WLAN node, in this case a wireless
access point (WAP) 102 as shown in FIGS. 1-2, including
support for independent correlation of WLAN signal cover-
age with the subscriber’s structure. The WLAN includes: a
structural correlation manager 406 and a wireless local area
network (WLAN) stage 426 which includes four discrete
MIMO transceiver paths capable of transmission and recep-
tion of from one to eight received streams. Only two transmit
and two of the receive paths are shown for clarity.

The MIMO transceiver path components include antennas
431A and 431B. The antennas are coupled to radio frequency
(RF) module 430 and baseband module 428 of the WLAN
stage 426, which implements in an embodiment of the inven-
tion the IEEE 802.11% standard for WLAN, with the ‘*’
standing for the particular sub-standard, e.g. a, b, g, n, ac.

A first MIMO receive path originates with the antenna
431A, and includes: low noise amplifier (LNA) 434A, the
tunable oscillator 432 and mixer 433 A which down converts
the received data channel, for filtration by the channel filter
435A, conversion in the analog-to-digital converter (ADC)
436 A and domain conversion from the frequency to the time
domain in the Discrete Fourier Transform (DFT) module
437A. The corresponding second MIMO receive path com-
ponents are labeled with the “B” suffix.

In the baseband module 428 the complex coefficients for
each sub-channel in each symbol interval are subject to spa-
tial demapping in spatial demapper 438 followed by demap-
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ping in the associated one of demappers 439A, 439B. The
resultant bits are deinterleaved in the associated one of
deinterleavers 440A, 440B. Next the received data is multi-
plexed in stream multiplexer 441 and decoded and
descrambled in the decoder and descrambler 442 which
couples to the packet based bus 404.

The transmit path components of two of the four transmit
paths in this embodiment of the invention are also shown. The
data to be transmitted is encoded and scrambled in the
encoder and scrambler 450. It is then demultiplexed into
independent data paths one for each antenna in the stream
demultiplexer 451. Next data is interleaved and mapped in the
associated one of interleavers 452A, 452B and Mappers
453A, 453B. Next the data complex coefficients correspond-
ing to the data are spatially mapped in the spatial mapper 454
using a selected beamforming matrix. Then the mapped coef-
ficients of each sub-channel are transformed from the fre-
quency domain to the time domain in the associated one of
inverse discrete Fourier transform (IDFT) modules 455A,
455B.

Next, in the radio frequency module 430 the digital-to-
analog (DAC) conversion is accomplished by the associated
one of DACs 456A, 456B, followed by filtration by the asso-
ciated one of channel filters 457A, 457B then the filtered
signals are upconverted in the associated one of upconverters
458A, 458B and amplified by the associated one of power
amplifiers 459A, 459B each coupled to an associated one of
antennas 431A, 431B for transmission to the receiving
device.

The transmit and receive paths operate under control of the
structural correlation manager 406. The structural correlation
manager includes: a correlator component 408, a structural
identifier component 410, a link target locator component
412, and a WLAN locator component 414, all of which are
coupled to storage 420.

The WLAN locator 414 is configured to determine the
location of the WAP. The WLAN locator determines either
the longitude and latitude of the WAP using integral GPS
capability or the IP Address of same.

The structural identifier component identifies the architec-
tural structure surrounding the WAP and associated WLAN
and stores the structural parameters 424 in storage 420. In
embodiments of the invention which include the WL AN loca-
tor, the structural identifier component performs the requisite
wide area network, e.g. Internet public/private database look-
up(s) for the structure associated with the geographical coor-
dinates or IP address provided by the WLAN locator. In an
other embodiment of the invention the structural identifier
extracts scattering profiles from multiple-input multiple-out-
put MIMO) beamforming matrices between the WAP node
and each associated station node, and extrapolates the sur-
rounding structure from the scattering profiles. In still another
embodiment of the invention the structural identifier uses
subscriber information, e.g. address, garnered at device setup
to perform an Internet public/private database lookup for the
corresponding structure. In another embodiment of the inven-
tion the structural identifier accepts direct input of the struc-
tural characteristics of the subscriber’s premises from the
installing technician or the subscriber him/her self.

The link target locator component 412 is configured to
determine either relative or actual locations for each node in
the WL AN and stores the corresponding station locations 422
in storage 420. As discussed above in connection with FIG.
1C the link target locator determines these locations using any
one or all of the following approaches for example: translat-
ing multiple-input multiple-output (MIMO) beamforming
orientations into relative positions of each station node with
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respect to the WAP node; translating received signal strength
(RSS) into range estimates for each station node with respect
to the WAP node; translating transit time estimates for com-
munications between the WAP node and each station node
into range estimates for each station node with respect to the
WAP node; and triangulating each stations location relative to
the WAP using aggregated communication parameters from
each of the stations.

The correlator component 408 correlates the architectural
structure surrounding the nodes and the communication
parameters utilized by the nodes to maximize wireless com-
munications within the structure and minimize wireless com-
munications outside the structure. In an embodiment of the
invention the correlator component determines network
nodes located outside the architectural structure surrounding
the WLAN, and identifies said nodes as prospective ‘pirate’
nodes illicitly communicating with the WAP node. In another
embodiment of the invention the correlator is further config-
ured to alter communication parameters to thwart further
communications with the pirate. Such alterations include:
denying the ‘pirate’ node further admission to the network or
reducing signal coverage outside the structure to thwart
piracy. In another embodiment of the invention the correlator
component simply flags the prospective ‘pirate’ node for fur-
ther action by content provider.

In an embodiment of the invention where the WLAN
device 102 comprises a wireless access point (WAP) the
device also includes a broadband interface 402 for interfacing
with a digital signal line (DSL) or cable modem 400.

FIG. 4B shows a WLAN node, in this case a wireless access
point (WAP) 306 as shown in FIG. 3 operative as a slave with
respect to an ISP, Telco or Cable Provider server operative as
a master 310 to both identify the subscriber’s structure and to
correlate WLAN communications to conform with the iden-
tified structure.

WAP slave 306 includes a wired or wireless broadband
interface 486 for coupling to the Telco/ISP master. A packet
based bus 488 couples the broadband interface, a processor
480, and a wireless local area network (WL AN) stage 490 to
one another. The WLAN stage has one or more antennas
492A-492B. In an embodiment of the invention the WAP
supports, multiple-input multiple-output (MIMO) wireless
communications and may include support for diversity and
beam forming.

The processor 480 of WAP 400A is configured to support
an ISP interface 482 for communications with the Telco/ISP
master 310 and a communication parameter interface 484 for
exchanging both initial as well as target communication
parameters with the Telco/ISP master. In an embodiment of
the invention the WAP may also include a global positioning
(GPS) capability for providing WAP location information to
the Telco/ISP.

Telco master 310 includes a structural correlation manager
460, a wired or wireless broadband interface 476 for commu-
nicating with slave WAP 306 and an interface 478 to the
Internet 314. The structural correlation manager includes: a
correlator component 462, a structural identifier component
464, a link target locator component 466, and a WL AN loca-
tor component 468, all of which are coupled to storage 470.

The WLAN locator 468 is configured to determine the
location of the WAP using either information provided by the
WARP or within the Telco database 318 (See FIG. 3).

The structural identifier component identifies the architec-
tural structure surrounding the WAP and associated WLAN
and stores the structural parameters 474 in storage 470. In
embodiments of the invention which include the WLAN loca-
tor, the structural identifier component performs the requisite
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private database lookup(s) for the structure associated with
the subscriber’s account in the Telco’s database 318 (See F1G.
3). In an other embodiment of the invention the structural
identifier extracts scattering profiles from multiple-input
multiple-output (MIMO) beamforming matrices uploaded
from the WAP slave 306 and extrapolates the surrounding
structure from the scattering profiles.

The link target locator component 466 is configured to
determine either relative or actual locations for each node in
the WL AN using channel matrices and other communication
parameters uploaded from the slave WAP 306 and to store the
corresponding station locations 472 in storage 470.

The correlator component 462 correlates the architectural
structure surrounding the nodes and the communication
parameters utilized by the nodes to maximize wireless com-
munications within the structure and minimize wireless com-
munications outside the structure. In an embodiment of the
invention the correlator component determines network
nodes located outside the architectural structure surrounding
the WLAN, and identifies said nodes as prospective ‘pirate’
nodes illicitly communicating with the WAP node. In another
embodiment of the invention the correlator is further config-
ured to download to the slave WAP altered communication
parameters which thwart further communications with the
pirate.

FIG. 5 is a process flow diagram of processes associated
with an embodiment of the invention for correlating WLAN
communications and structure. In block processes 500 the
WLAN subscriber’s structure is identified. In an embodiment
of the invention the subscriber’s structure is identified in
‘coarse’ terms such as: square footage, or type, e.g. house,
townhouse, apartment, office or business. In another embodi-
ment of the invention the subscriber’s structure is identified in
‘fine’ terms such as: layout and floor plan. In decision process
502 a determination is made as to the source of the structural
information. Autonomous structural determination takes
place when control is passed to process 514. In process 514
the channel beamforming matrices are obtained for each link
onthe WLAN. In process 516 these matrices are processed to
determine scattering profiles from which information about
the surrounding structure is extracted. Structural determina-
tion via IP Address and subsequent lookup ofthe correspond-
ing structure takes place in processes 506, 512 respectively.
Structural determination via GPS longitude and latitude coor-
dinates and subsequent lookup of the corresponding structure
takes place in processes 508, 512 respectively. Structural
determination by identifying the subscriber, determining the
subscriber address and looking up the corresponding struc-
ture takes place in processes 504, 510, 512 respectively.

Next control passes to block processes 520 in which the
locations of all nodes on the WLAN are determined. In deci-
sion process 522 the method for estimating node locations is
selected. In process 524 multiple-input multiple-output
(MIMO) beamforming orientations are translated into rela-
tive positions of each station node with respect to the WAP
node. Alternately in process 526 transit time estimates for
communications between the WAP node and each station
node are translated into range estimates for each station node
with respect to the WAP node. Alternately in process 528
received signal strength (RSS) is translated into range esti-
mates for each station node with respect to the WAP node.
Alternately in process 530 each stations location relative to
the WAP is triangulated using aggregated communication
parameters from each of the stations.

Next control passes to block process 540 in which commu-
nications are correlated with structure. In decision process
542 a determination is made as to whether piracy detection/
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prevention is implemented, in which case control passes to
processes 544-546. In process 544 a determination is made as
to which WLAN station nodes are located outside the sub-
scriber structure. Any such nodes are identified as prospective
‘Pirate’ nodes. Next in process 546 the identified pirate node
is either flagged for attention/action by the content provider,
e.g. Telco, ISP, Cable, or denied service. Service denial may
be achieved by either denying the ‘pirate’ node further admis-
sion to the network or reducing signal coverage outside the
structure to thwart piracy. Next control passes to process 548.

Inprocess 548 communication parameters are optimized to
minimize interference with neighboring WLLAN outside the
subscriber structure and to maximize communications within
the subscriber structure. In an embodiment of the invention
power levels are reduced. In another embodiment of the
invention MIMO beamforming is oriented predominantly
within the structure and attenuated outside the structure.

Next in decision process 550 a determination is made as to
whether re-evaluation of communications is required. If it is
then control returns to block processes 500.

In alternate embodiments of the invention correlation of
WLAN communications with subscriber structure may be
performed either Independently on the WAP or on the Telco/
ISP server performing the identifying and correlating acts as
a master with respect to the WAP node as a slave.

The components and processes disclosed herein may be
implemented a software, hardware, firmware, or a combina-
tion thereof, without departing from the scope of the Claimed
Invention.

The foregoing description of a preferred embodiment of
the invention has been presented for purposes of illustration
and description. It is not intended to be exhaustive or to limit
the invention to the precise forms disclosed. Obviously many
modifications and variations will be apparent to practitioners
skilled in this art. It is intended that the scope of the invention
be defined by the following claims and their equivalents.

What is claimed is:

1. A structural correlation manager apparatus for managing
a wireless local area network (WL AN), supporting wireless
communications between a wireless access point (WAP)
node and associated station nodes on a selected one of a
plurality of communication channels across an available
spectrum; and the structural correlation manager apparatus
comprising:

a structural identifier configured to identify an architectural
structure surrounding the WL AN by extracting scatter-
ing profiles from multiple-input multiple-output
(MIMO) beamforming matrices between the WAP node
and each associated station node, and extrapolating the
surrounding structure from the scattering profiles; and

a correlator configured to correlate the architectural struc-
ture surrounding the nodes and the communication
parameters utilized by the nodes to maximize wireless
communications within the structure and minimize
wireless communications outside the structure.

2. A method for managing a wireless local area network
(WLAN) supporting wireless communications between a
wireless access point (WAP) node and associated station
nodes on a selected one of a plurality of communication
channels across an available spectrum; and the method com-
prising:

identifying an architectural structure surrounding the
WLAN;

determining either relative or actual locations for each
node in the WLAN;

correlating the identified architectural structure surround-
ing the nodes with the location of the nodes determined
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in the determining act to identify at least one prospective
‘pirate’ node located outside the architectural structure
surrounding the WLAN;

correlating the identified architectural structure surround-

ing the nodes and the communication parameters uti-

lized by the nodes to maximize wireless communication

within the structure and minimize wireless communica-

tions outside the structure by altering communication

parameters to thwart illicit communications between the

WAP and the at least one prospective ‘pirate’ node

including at least one of the acts of:

reducing a power level associated with WAP communi-
cations;

targeting multiple-input multiple-output (MIMO) WAP
transmissions away from the at least one prospective
‘pirate’ node; and

blocking communications between the WAP and the at
least one prospective ‘pirate’ node.

3. A method for managing a wireless local area network
(WLAN) supporting wireless communications between a
wireless access point (WAP) node and associated station
nodes on a selected one of a plurality of communication
channels across an available spectrum; and the method com-
prising:

identifying an architectural structure surrounding the

WLAN; and

correlating the identified architectural structure surround-

ing the nodes and the communication parameters uti-

lized by the nodes to maximize wireless communication

within the structure and minimize wireless communica-

tions outside the structure, including at least one of the

acts of:

reducing a power level associated with WAP communi-
cations to conform with the identified surrounding
architectural structure; and

targeting multiple-input multiple-output (MIMO) WAP
beamforming transmissions within the identified sur-
rounding architectural structure.

4. A method for managing a wireless local area network
(WLAN) supporting wireless communications between a
wireless access point (WAP) node and associated station
nodes on a selected one of a plurality of communication
channels across an available spectrum; and the method com-
prising:
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determining either relative or actual locations for each
node in the WL AN including at least one of the acts of:
translating multiple-input multiple-output (MIMO)
beamforming orientations into relative positions of
each station node with respect to the WAP node;
translating received signal strength (RSS) into range
estimates for each station node with respect to the
WAP node;
translating transit time estimates for communications
between the WAP node and each station node into
range estimates for each station node with respect to
the WAP node; and
triangulating each stations location relative to the WAP
using aggregated communication parameters from
each of the stations;
identifying an architectural structure surrounding the
WLAN; and

correlating the identified architectural structure surround-
ing the nodes with the location of the nodes determined
in the determining act and the communication param-
eters utilized by the nodes to maximize communications
within the identified architectural structure and mini-
mize wireless communications outside the identified
architectural structure.

5. A method for managing a wireless local area network
(WLAN) supporting wireless communications between a
wireless access point (WAP) node and associated station
nodes on a selected one of a of communication channels
across an available spectrum; and the method comprising:

identifying the architectural structure surrounding the

WLAN by

extracting scattering profiles from multiple-input mul-
tiple-output (MIMO) beamforming matrices between
the WAP node and each associated station node; and

extrapolating the surrounding architectural structure
from the scattering profiles; and

correlating the identified architectural structure surround-

ing the nodes and the communication parameters uti-
lized by the nodes to maximize wireless communication
within the structure and minimize wireless communica-
tions outside the structure.

#* #* #* #* #*



